Ipunoxenne Nel. IlamsiTka 1u1s1 00yuarommxcs 00 HHGOPMALMOHHOM 0€30NIACHOCTH JeTel

HEJIb34

1  Bcem moapsn cooOmiath CBOI 4YacTHYIO WH(pOpMaIuio (HacTosimue ums, daMuinio, TeraedoH, aJpec, HOMEp IMIKOMbI, a TaKKe
dortorpadur CBOM, CBOSH CEMbH U JIPYy3ei);
OTKpbIBAaTH BIOKEHHBIE (haiiiIbl HJIEKTPOHHOM MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEIIS;
['pyOuTh, pUAUPATHCS, OKA3bIBATH JIABJICHUE — BECTHU Ce0s1 HEBEXKITUBO U arpECCUBHO;
He pacnopspkaiics neHbramMu TBOEW ceMbU 0€3 paspellieHusl CTaplIMX - BCerja CIpalinuBail poauTeeH;
He Bcrpeuaiics ¢ VIHTepHET - 3HAKOMBIMH B PEIbHOM KM3HU - TIOCOBETYMCSI CO B3POCIBIM, KOTOPOMY JOBEPSEIIIb.

SLF RN CO I\

OCTOPOKHO

He Bce numyT npaBay. Uuraens o cede HenpaBny B UHTepHeTe — cOOOIIM 00 3TOM CBOMM POJIUTEIISAM WM ONEKyHaM;
[Tpurnamiarot nepenvcrIBaThCs, UrPaTh, 0OMEHUBATHCS - POBEPb, HET JIM TIOJIBOXA;

Hezakonnoe komupoanue ¢aitsioB B IHTEpHETE - BOPOBCTBO;

Bceeraa pacckaspiBail B3pOCIIbIM O POOIEMax B CETU - OHU BCETIa IIOMOI'YT;

Ucnonw3yit HaCTpONKH O€30MaCHOCTH W MPUBATHOCTH, YTOOBI HE MOTEPSTh CBOU AKKAYHTHI B COIICETSIX U JPYTUX MOpTAIAX.

(SRIF =N OV RN\ ol

MOXHO

YBaxaii Ipyrvx IoJIb30BaTeIIEH;

[Tonp3yenibest MTHTEpHET-UCTOYHMKOM - JIeJIail CChUIKY Ha HETO;

OTKpbIBail TOJIBKO TE CCHUTKH, B KOTOPBIX YBEPEH;

OO6mIaThbest 3a TOMOIIBIO B3POCIIBIM - POJUTEIH, OTIEKYHBI U IMUHUCTPAIIMS CATOB BCET/Ia TIOMOTYT;
[poiimu oOyuenue Ha caiite «CeTeBUYOK» U MOTy4H MacropT U(POBOro rpaxiaHuHa!
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Ipunoaxenne Ne 2. UndopmanmonHas naMATKA 118 00y4AIOIINXCH IIsT
pasMelieHuss Ha opuUaIbHbIX MHTEpHET-pecypceax

C KKIBIM I'OA0M MOJIOACKH B MHTCPHCTC CTAHOBUTBLCA 6OJII>IHC, a IMKOJIbHUKH
OJHHN N3 CaMbIX aKTHBHBIX TI0JIb30BaTEIICH PYHGTEL MC}KI[y TEM, IIOMHUMO OI'POMHOI'0
KOJIMYCCTBa BOBMO)KHOCTCﬁ, HHTCPHCT HCCCT U HpO6J'IeMI>I. OTta namMsTKa JOJDKHA IIOMOYb
TeOe Oe30IacHo HaxXxoaUTbBCA B CCTH.

KoMnibloTepHbIe BUPYChI

KoMmproTepHslii BUPYC - 3TO Pa3HOBHIHOCTH KOMITBIOTEPHBIX IPOTPamM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHIO.
B nomonHeHue K 3TOMy, BUPYCHI MOTYT TOBPEIUTH WM TMOJHOCTBIO YHUYTOXKUTH BCE
(ailnbl ¥ TaHHBIE, TOJIKOHTPOJIBHBIE MOIB30BATENI0, OT IMEHHU KOTOPOro ObLia 3amyIleHa
3apakEHHAs MporpamMMa, a TakkKe MOBPEAUTh WM JIAKE YHUUTOKUTH OMEPALMOHHYIO
CUCTEMY CO BCeMH (ailiaMu B 1ieJIoM. B OoibIIMHCTBE CilydaeB paclpOCTPAHSIOTCS
BUPYCHI Yepe3 UHTEPHET.
MeTo/pl 3a1MThI OT BPEIOHOCHBIX IPOTPAMM:

1. Ucnonb3yii cCOBpeMEHHBIE ONEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIH

YPOBEHbB 3aIIUTHI OT BPEIOHOCHBIX MPOTPaAMM;

2. TlocrossHHO ycTaHaBnuBaii madtd (IMQPOBbIE 3aIlIaTKH, KOTOpPbIC
ABTOMATUYECKH YCTAHABIIMBAIOTCS C IEJbIO JOpaOTKA TPOrpaMMbl) WU JIPyTHE
OOHOBJIEHMSI CBOEH ONEpalMOHHOM cucTeMbl. CkaunBail X TOJMBKO € O(HUIMAIBHOIO
caiita paspadorunka OC. Eciu cyllecTByeT peXUM aBTOMATHUECKOTO OOHOBJICHWS,
BKJTIOYH €T0;

3. Paboraii Ha CcBOEM KOMIIBIOTEpE TION TMpaBaMH IIOJIH30BATENS, a HE
aIMUHHACTpATOpa. OJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpamMm
MHCTAJUTUPOBATHCA HA TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonw3yii  aHTHBUPYCHbIE  TPOTPaMMHBIC  TPOMYKTHI ~ HM3BECTHBIX

TIPOU3BOJTUTEIICH, C aBBTOMAaTHYCCKUM OOHOBIICHHEM 0a3;
5. Orpannyb GU3UIECKHUI JOCTYIT K KOMIIBIOTEPY ISl TOCTOPOHHMX JIHIT;
6. Hcnone3yit BHENIHME HOCUTEM MH(DOPMAIIH, TaKUe KaK (HIIelka, JUCK W
(baiin U3 UHTEepHETA, TOJIBKO U3 MPOGEPEHHBIX UCTOUYHUKOB;

7. He oTkpbIBail KOMITBIOTEpHbIE (hailibl, TOJYYEHHbIE W3 HEHAJIEKHBIX
MCTOYHMKOB. Jlaxke Te (haiisipl, KOTOphIE MpUCal TBOM 3HAKOMBIN. Jlydllle yTouHu
y HETro, OTTIPABJISUI JIK OH Te0e MX.

Cemu WI1-FI

Wi-Fi - 310 He BU1 IIepe1aun TaHHBIX, He TEXHOJIOTHS, @ BCETO JIMIIH OPSH/I, MapKa.
Eme B 1991 rony Huaepnanackas kommnanus 3apeructpupoBasia opeHs « WECAy, uro
obo3Hayano crmoBocoderanue «Wireless Fidelity», xoTopelii mepeBoauTCsS  Kak
«OecrpoBOJTHASI TOYHOCTHY.

Jlo Hamero BpeMeHH JIolnIa apyras abOpeBuarypa, Kotopas SBISETCS TaKOW
e TexHoorueit. Ito adopesuarypa «Wi-Fi». Takoe Ha3BaHue ObLIO IAHO C HAMEKOM Ha
CTaHIapT BBICIINK 3ByKOBOW TexHWKH Hi-Fi, 4To B mepeBoje O3HAYAET «BBICOKAS
TOYHOCTBY.



Jla, OecruiaTHBII MHTEPHET-IOCTYN B Kade, OTeNsIX M a’dporoprax SBISETCS
OTJINYHOW BO3MOKHOCTBIO BBIXOJ]a B MHTEpHET. HO MHOTME PKCIEepThI CUMTAIOT, YTO
oomenoctymabie Wi-Fi ceTu He SBIISIOTCS 0€30IacHBIMHU.

CogeTbl 110 6€301IACHOCTH PadoTe B 001IeNOCTYNHBIX ceTsix Wi-fi:

1 He nepenaBaii cBOO JHuHYIO HH(DOPMAIIHIO Yepe3 oomeaocTynHbie Wi-Fi
cetr. PaboTas B HUX, )KeJIaTebHO HE BBOJUTH MAPOJIU JIOCTYIIA, TOTHHBI U KaKUEe-TO
HOMeEpa,;

2. Vcnonp3yit m OOHOBJISH aHTHBUPYCHBIC MPOTPaMMBI M OpaHaMayasp. Tem
CaMbIM Thl 00€30TacHuIllb ce0s OT 3aKaYKU BUpYyca Ha TBOE YCTPOUCTBO;

3. Ilpm wucnoms3oBanmu Wi-Fi otkmoun ¢yHkmmioo «OOmmid J0cTyn K
daitnam 1 npuaTepam». JlaHHas GyHKIMS 3aKPBITA IO YMOTYAHHIO, OHAKO HEKOTOPHIC
TIOJTb30BATEI I AKTUBHUPYIOT €€ I yI00CTBa NCTIONIL30BaHUs B paboTe WM y4ueoe;

4.  He wucnons3yit nyomuunbii WI-FI s nmepenaum nMYHBIX  JTAHHBIX,
HaIpUMep, U BBIXO/1a B COLMATLHBIE CETH WU B DJIEKTPOHHYIO MOYTY;

5. Hcnomp3yit Tonpko 3ammineHHoe coeauaenue yepe3 HTTPS, a ne HTTP,
T.€. Ipy Habope BeO-aapeca BBOAU UMEHHO «hitps://»;

6. B moOwisHOM Tenedone otkimoun (pyHkimio «Ilogkirodenue k Wi-Fi
aBTOMaTH4ecKi». He normyckaii aBToMaTHuecKoro Mo IKIIFOYeHHsT YCTporcTBa K cersiM Wi-
Fi 6e3 TBOCTO Ccormacusl.

Coyuanvhole cemu

CornnanbHble CETH aKTUBHO BXOJIAT B HAIIly KWU3Hb, MHOTHE JIIOJIX PabOTAIOT U
KMBYT TaM TIOCTOSIHHO, a B FacebOooK yke 3aperrcTpupoBaH MIJUIMAP] YETOBEK, YTO
SIBJISICTCSI OJJHOM CEIbMOM BCEX JKMTEJICH IJIaHEThl. MHOTHE MOoJIb30BaTe I HE IOHMMAIOT,
yTo MH(OpMAIUs, Pa3MEIICHHAs] UMU B COLIMAIBHBIX CETSX, MOXKET ObITh HalJieHa U
MCIOJIb30BaHAa KEM YTOJIHO, B TOM YMCJI€ HE 00s3aTEIbHO C OJIariMU HaMEPEHUSIMHU.
OCHOBHBIE COBETHI 110 O€30MACHOCTH B COITUAIBHBIX CETSIX:

1  Orpannub crucok apy3eil. Y Tebst B Jpy3bsiX HE JODKHO OBbITh
CIIy4alHbBIX ¥ HE3HAKOMBIX JIFOEH;

2. 3amminaii CBOr YaCTHYIO *H3Hb. He yka3biBail maponu, TenedoHsl, ampeca,
JIaTy TBOETO POXKIEHUS M JPYryIO JIMUHYI0 WH(POpMAIMIO. 3MO0yMBIIUICHHUKH MOTYT
UCTIOJIb30BaTh Jaxe HMH(MOpPMAIMIO O TOM, KaK Thl M TBOU POJUTENH ILIAHUPYETE
MPOBECTH KAaHUKYIIBL;

3. 3amminail CBOIO pemyTaIyIo - IepyKU ¢ B YHCTOTE U 3a/1aBaii ceOe BOMpoc:
XOTeN ObI Thl, YTOOBI APYrHe MOJb30BATEIM BUIEIH, YTO Thl 3arpyxaeis? [logymai,
MIPEXKJIE YEM YTO-TO OIMyOJIMKOBaTh, HAIIMCATh U 3aTPY3UTh;

4. Ecnu Thl TOBOPHILIb C JIFOJIbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOIB3YH CBOE
peaibHOE UMsSI U JPYTYIO JIMUYHYI0 MH(POpPMAIIUU: UMS, MECTO >KUTEIhCTBA, MECTO
yu4eObl U poUee;

5. W3berait pasmenienus dotorpaduii B natepHere, rae Thl M300pakeH Ha
MECTHOCTH, I10 KOTOPO MOKHO OMPEAEIUTH TBOE MECTOIOIO0KEHHUE;

6.  Ilpu permcTpaiyu B COIMAIBHON CETH HEOOXOIMMO HCIIOIB30BATh CIIOMKHBIC
TIApOJIH, COCTOSIIIHE U3 OYKB U TP U C KOIMUECTBOM 3HAKOB HE MEHee §;

7. Jlns coumanbHOM ceTH, MOUThI U APYTHX CaliTOB HEOOXOAMMO HCIOIb30BaATh
pasHbie maponu. Torma eciau Te€OsT B3IIOMAIOT, TO 370YMBIIUICHHUKA TOYYaT JOCTYII



TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3zy.

Anexmponnvle OeHbcU

DJNEKTPOHHBIE JEHBIM — 3TO OYEHb YIOOHBIA CIOCO0 IUIAaTeKeH, OIHAKO
CYILIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JICHBIH.

OJEKTPOHHBIE JACHBIM MOSIBUINCH COBCEM HENABHO M MMEHHO M3-3a 3TOT0 BO
MHOTHX FOCYJJapCTBaX 0 CUX IOP HE MPOMMUCAHO PO HUX B 3aKOHAX.

B Poccun e onr PYHKIIMOHUPYIOT U O HUX YK€ MPOIMUCAHO B 3aKOHE, T/I€ UX
pa3ienaioT Ha HECKOJIbKO BHJIOB - aHOHUMHbBIC U HE aHOHUMHbIE. Pa3zHuiia B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliacTcsi IMPOBOIUTH OIepaluu 0e3
UJICHTU(DUKAIIMK TIONb30BaTeNsl, & B HEAHOHHUMHBIX HICHTU(HKAIMK TTOJIb30BATENs
SIBIISIETCS 00SI3aTENHHOM.

Takke cremyeT pa3idyarth DJEKTPOHHbIE  (UATHBIE JIEHBIM  (PaBHBI
rOCYyJITapCTBEHHBIM BaTIOTaM) M D3JIEKTpOHHbIE HedHaTHbIE JEHBIM (HE PaBHBI
rOCYJIapCTBEHHBIM BAJIFOTaM).

OCHOBHBIE COBETHI 110 O€30MaCHOM paboTe C AMEKTPOHHBIMU JICHbI AMU:

1  [IpuBsxu K cueTy MOOWIBHBIN TeeoH. ITO camblil YAOOHBIN U OBICTPHIi
Croco0 BOCCTAHOBUTH JOCTyN K cuery. [IpuBsi3aHHbI TeneOH TMOMOXKET, €CIv
3a0y/1e1b CBOM TUIATEKHBIHN MApOJTh WK 3akJIeITh Ha CAT ¢ HE3HAKOMOT'O YCTPOICTBA;

2. Ucnomw3yit omHopaszoBbie maponu. [locne mepexoja Ha YCHIIEHHYIO
aBTOPU3ALIMIO TEOE YKe HE OyJIET YTPOXKaTh ONACHOCTh KPAKU MITH TIEPEXBATA TIATEKHOTO
IapoILs;

3. Bribepu cnoxnbiii mapons. [lpectymHunkam Oyner He MPOCTO yraaarh
CJIOXHBIN naposib. HaiexxHele nmapony — 3T0 Mapoii, KOTOPBIE COAEP)KaT HE MEHee 8
3HAKOB M BKJIIOYAIOT B CE0sl CTPOYHBIE W MPOMHUCHBIE OYKBBI, HUMPHI U HECKOJIBKO
CUMBOJIOB, TaKH€ KaK 3HaK JoJuiapa, (pyHTa, BOCKIMIATENBHBIA 3HaK W T.N. Hampumep,
StRONg?;;

4. He BBOmM CBOM JIMYHBIC JaHHBIC HAa CalTax, KOTOPHIM HE JIOBEPSICIIIb.

Inekmponnas nouma

OJIEeKTpOHHAsl IMoYTa — 3TO TEXHOJIOTWS W IIPENOCTABISIEMBIE €0 YCIYTH IO
HEepechUIKE U MOIYYCHHUIO SJIEKTPOHHBIX COOOIIEHHH, KOTOPbIE pPacHpeNelisitoTCsl B
KOMITbIOTepHOM ceTH. OOBIYHO JJICKTPOHHBIA IMOYTOBBIM  SIIMK  BBITJISJIAT
CJIEIYIOIUM 00pa30oM: UMS_TOJb30BaTEII(@UMs_JTIOMeHa. Takxke KpoMe nepenadu
MPOCTOrO TEKCTA, UMEETCSI BO3MOKHOCTD NIepeiaBaTh (aiiibl.

OCHOBHBIE COBETHI 0 O€30MaCHOM PadOTE C IEKTPOHHOM TOUTOM:

1 Hapo BeIOpaTh NpaBUiIbHBIN IOUTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBII
BBIOOp OECIUIaTHBIX MOYTOBBIX CEPBUCOB, OHAKO JIY4IIle IOBEPSATH TEM, KOr0O 3HACIIb U
KTO IIEPBBII B PEUTHUHTE;

2.  He yka3pBaii B muHOM TIodTe JIMUHYr0 MHMopMaruio. Hampumep, mydrie
BBIOPATh «MYy3bIKaIbHBIN _(paHaT(@» unn «pok2013» BMecTo «Temal3»;

3. Hcnone3yit AByXdTalHYyI0 aBTOPU3AIHIO. ITO KOT/Ia IIOMUMO TApOJIsi HYKHO
BBOJIUTH KOJI, IPUChLIaeMbIil 1o SMS;

4.  BbiOepu CI0KHBIA TTapoib. J{Is KaXI0ro MOYTOBOTO SIIUKA JIOJDKEH OBITh
CBOM HAJIC)KHBIN, YCTOMYUBBIN K B3JIOMY apOJlb;



5. Ecmu ecth BO3MOXKHOCTB HAITMCATh CAMOMY CBOM JIMUHBII BOMPOC, UCHIOIB3Yi
3Ty BO3MOKHOCTB;

6. HMcnonp3yit HECKOJIBKO MOYTOBBIX SIITUKOB. [ IepBbIii /1711 4acTHOM NEpENUCKU
C aapecaramu, KOTOPbIM Tbl JOBEpSEIIb. JTO AJIEKTPOHHBIN aJIpec HE HAIO0
UCITI0JIb30BATh NIPU PErUCTpaliui Ha (popyMax u cailTax;

/. He oTkpbiBail ¢ailfibl U Jpyrue BIOKEHUS B MUCbMAaxX JIaXe €CIU OHU
MPUIILTM OT TBOWX Jipy3ei. Jlyuille yTouyHH y HUX, OTHPABIISUTH JIU OHU TeOe 3T (Daiiibl;

8  Ilocne okoHwyaHus pabOThI HA MOYTOBOM CEpPBUCE TEPEN 3aKPHITUEM
BKJIAJIKH C CAUTOM He 3a0yJp HaXaTh Ha « BeIATI».

Kubepoynnunz unu eupmyanvnoe u3zoeeameibCmeo

KubepOyumHr —  mpeciemoBaHUE  COOOIIECHUSMHU,  COACPIKAIUMHU
OCKOpOJIEHHUSI, arpecCHIo, 3aIlyTUBaHKUE; XYJIUTAHCTBO; COMAIBHOE OOMKOTUPOBAHUE C
MTOMOILIBIO Pa3JIMYHbIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 110 00PLiE ¢ KHOEPOYIIIHHIOM:

1  He Opocatics B 6oii. JIyummii crioco0: MOCOBETOBATLCS KaK ce0sl BECTH H,
€CIM HEeT TOro, K KOMY MOXHO OOpaTUThCS, TO BHayayie YCIMOKOUThCS. Ecimu Thbl
HAYHElIb OTBEYaTh OCKOPOJCHUSIMA HAa OCKOpPOJICHHS, TO TOJBKO erie OoJblie
PpasoXxKeTb KOH(MIUKT;

2. Ymnpasmsiii cBoeil KubepperyTalyeis;

3. AHOHMUMHOCTH B ceTrt MHUMas. CyIIIECTBYIOT CITIOCOOBI BBISICHUTD, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4.  He crour BecTH XyJaWTraHCKU 00pa3 BUPTYaldbHOM X M3HW. VHTEpHET
(GuKcupyer Bce TBOM JCHCTBUSI M COXpaHsSeT MX. YJIAIUTh HUX Oyner KpaiiHe
3aTPyTHUTETHHO;

5. CoOmomaii CBOM BUPTYATbHYIO YECTh CMOJIONY;

6. Urnopupyii eawHMuHBIA HeratuB. OIHOPA30BBIE OCKOPOWTEIIBHBIC
COOOIICHHS JIydille UTHOpUpoBaTh. OOBIMHO arpeccHs MpEeKpaliacTcsi Ha HavaaIbHOU
CTa/InH;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOIICHHSMH, B
COIMATIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIPABKH COOOIICHUN C
OTIPENIETICHHBIX aJIPECOB;

8 Ecmu T1H1 cBuaerenby kuOepOysummnHra. TBou AEUCTBUS: BBICTYIUTH
MIPOTHB MPECIICOBATEIS, TTOKA3aTh €MY, UTO €ro JCUCTBHUS OIICHUBAIOTCS HETaTUBHO,
MOJIJIEPKATh KEPTBY, KOTOPOM HY)KHA IICHXOJIOTHYECKAs ITOMOIb, COOOIIUTH
B3POCJIBIM O ()aKTE arpeCCHBHOTO TIOBEICHHS B CETH.

Moobunvnstit meneghon

CoBpemeHHbIe cMapT()OHBI U MJIAHIIETHI COIEPIKAT B ceOe BITOJTHE B3POCIIbIT
GYHKIIMOHAI, W TEMepb OHM MOTYT KOHKYPHpPOBaTh CO CTallMOHAPHBIMHU
KOMITbIoTepaMu. OIHAKO, CPEICTB 3aIUTHI YIS TTOJ00HBIX YCTPOMCTB TIOKa OYSHB MAJIO.
TecTupoBaHHE U OUCK YA3BUMOCTEN B HUX ITPOMCXOINUT HE TAK UHTEHCUBHO, Kak Jy1s [ 1K,
TO K€ CaMO€e KacaeTcss © MOOUITbHBIX MTPUIIOKEHUH.

CoBpeMeHHbIe MOOHJIbHBIC Opay3epbl YK€ MPAKTUYECKH JIOTHAIM HACTOJILHBIC
AHAJIOTH, OJTHAKO PACIIMpeHue (PYHKIMOHATIA BIICUET 32 COO0M OOJIBIIYIO CIOKHOCTD U
MEHBIITYIO 3aITUIIIEHHOCTb.



Jlanmeko He Bce MPOM3BOJUTENM BBITYCKAIOT OOHOBJICHHUS, 3aKPbIBAIOILNE
KPUTHUYECKHUE YSI3BUMOCTHU JIJIsl CBOMX YCTPOMCTB.
OCHOBHBIE COBETHI JIs1 0€30MACHOCTA MOOMITLHOTO Tefie(hoHa:

1 Hwuyero He siBIIsieTcs mo-HacToOAIIEMY OecIiIaTHRIM. Byib ocTOpOXkeH, Beb
Korja Tede rnpeayiaratoT OecriaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KaKHUE-TO
IJIaTHBIE YCIIYTH;

2. Jlymaii, pexxie ueM otnpaBuTh SMS, doto wimm Buieo. Thl TOUHO 3HACIIID,
r7ie OHU Oy1yT B KOHEYHOM UTOre?

3. HeoOxomimMo OOHOBIIATH ONIEPAITIOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Vcnonb3yii aHTUBUPYCHBIE MIPOrPaMMBI 171 MOOMIIBHBIX TEJIE(OHOB;

5. He 3arpyxail npuiokeHusi OT HEM3BECTHOI'O HMCTOYHUKA, BElb OHU MOTYT
coziep>kKaTh BPEOHOCHOE MPOTpaMMHOE 00eCTICUeHHE;

6. Ilocne Toro Kak ThI BBIAACIIH C CaiTa, TJI€ BBOAWI JIMYHYIO HH(POPMAILIHIO,
3aii]I1 B HACTPOMKHU Opay3epa u yaamu COOKies;

7. Ilepnonuuecku npoBepsiii Kakue IUIaTHbIE YCIyTH aKTUBUPOBAaHbI HA TBOEM
HOMEpE;

8  JlaBaii cBOil HOMEp MOOMIIBHOTO TeJIePOHA TOJIBKO JIFOSIM, KOTOPBIX Thl
3Haellb U KOMY J0OBEpSCIIb;

9.  Bluetooth nomken ObITH BBIKITFOUEH, KOTIAa THI UM HE TOJIb3yelbes. He
3a0bIBail UHOTIa IPOBEPSITH 3TO.

Online uzpor

CoBpeMeHHbIE OHJIaH-UTPBI - 3TO KPACOYHBIE, 3aXBATHIBAIOLINE PA3BICUCHUS,
OOBEAUHSIONINE COTHU THICSY YEJIOBEK MO BceMy MUpy. Mrpoku uccienyror JaHHbI UM
MHp, OOLIAIOTCSA APYT C APYrOM, BBINOJHSIOT 3a[aHUs, CPAKAIOTCS C MOHCTPaMHU H
MOJYYalOT ONBIT. 3a YIOBOJLCTBUE OHM IUIATIT: MOKYMAKOT JHCK, OIUIAYMBAIOT
a0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIUH.

Bce atu cpeacTBa MAYT Ha NOAJAEPKAHUE U PA3BUTHE UI'PBI, & TAKIKE HA CaMy
0€30IaCHOCTb: COBEPILEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTuu (UQPOBBIE 3aIUIATKH JJIs IPOTPaMM ), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B mono0OHbIX Urpax CTOMT omacarbcsi HE CTOJIBKO CBOMX CONEPHUKOB, CKOJIBKO
KpaXkXH TBOETO [apoJisi, HA KOTOPOM OCHOBaHa CUCTEMA aBTOpH3aLK OOJIBIIIMHCTBA UTP.
OCHOBHBIE COBETBI IO OE30MTACHOCTH TBOETO UTPOBOTO aKKAYHTA:

1 Ecmm gpyroil urpok BemeT ceOsi IIOXO WM CO3[aeT TeOe HENpUSTHOCTH,
3a0JIOKUPYH €T0 B CIIHCKE UTPOKOB;

2. Tloxamyiics agMUHHUCTpaTOpaM UIPbl HAa IUIOXO€ TOBEJACHHUE 3TOrO
UTPOKA, JKENIATEIIbHO MPUIIOKUTh KAKHUE-TO IOKA3aTEeNILCTBA B BUJIE CKPHHOB;

He yka3biBaii imuHyro nH(opmaiuio B rpodaiisie urpsi;

YBaxaii Apyrux y4aCTHUKOB I10 UIPE;

He ycranaBnvBaii Heo(huIMaabHbIC TATIA U MO/IBI;

Hcrionb3yii CII0KHBIE U pa3HbIE MApOJIH;

Jlaxxe BO BpeMs WIpPbl HE CTOUT OTKIIOYaTh aHTUBHUpPYC. [loka ThI
UIpaellb, TBO KOMIBIOTEP MOTYT 3apPa3UTh.

No ok ow

Dumunz unu KpaxXea IUYHLIX OAGHHBHIX



OObIYHOM Kpaskel JEHEr U JOKYMEHTOB CETOJHS YK€ HHUKOTO HE YJIUBHUIIIb,
HO C pa3BUTUEM HHTEPHET-TEXHOJOTUN 3JI0YMBIIUIEHHUKA IEPEMECTUINCh B
UHTEPHET, U MPOJOJDKAIOT 3aHUMATHCS «ITFOOMMBIM» JIETIOM.

Tak nosiBUIack HOBas yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WM (DUILIMHT, TJ1aBHAs
LIEJIb KOTOPOTO COCTOMT B MOMYYEHUH KOH(UICHIMAIBHBIX JaHHBIX MOJIB30BaTENeH —
JIOTHHOB U mapoJieii. Ha anrmiickom si3bike phishing unraercs kak ¢ummsr (ot fishing —
PBIOHAst JIOBIISA, PASSWOrd — maposib).

OcHoBHbBIE COBETHI 110 00pL0e ¢ (PUIIMHIOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mog03peBaeib, YTO TBOS aHKETA
Obuta B37IOMaHa, TO  HEOOXOAMMO  3a0JIOKMpOBaTh €€ U COOOIIUTH
aIMUHHCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Hcnonp3yit Oe3omacHbie BeO-CalThl, B TOM YHCIIE, HHTEPHET-Mara3nHoB

Y TIONCKOBBIX CHUCTEM;

3. Ucnomp3yil cnoxkHble M paszHble naponu. Takum oOpaszoM, eciau Teds
B3JIOMAIOT, TO 3JI0YMBILUIEHHUKH MOTyYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY IPO(UITIO B
CETH, a HE KO BCEM;

4. Eciam T1ebs B3nOMalu, TO HEOOXOAMMO MPEIyNpPEAUTbh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J00aBIIEHBI y T€Os B APY3bsAX, O TOM, YTO TeOs B3IOMAIH U,
BO3MOYKHO, OT TBOETO UIMEHHU OYJIET PacChUIAThCS CaM U CChUIKU Ha (PUILIMHIOBBIE CAMTHI;

5 Ycranosu HajexHbI naposb (PIN) Ha MOOHIBHBIH TenedoH;

6.  OTxmoun coxpaHeHue Mmaposisi B Opaysepe;

/. He otkpbIBail (paiiibl U Apyrve BIOKEHHUS B MUChMaxX Jake€ €CIIM OHU
NPUILLUIMA OT TBOMX ApYy3eil. JIydiie yTouHH y HUX, OTIPABIISUIM JIU OHH T€OE 3TU (PaiIIbL.

Iugpposas penymayusn

[{udposas pemyTaryst - 3T0 HeraTHBHAS WM TTO3UTHBHAS MH(DOPMAIHS B CETH O
Tebe. Kommpometupyroriias nHpopmarist pasMelieHHas B MHTEPHETE MOYKET CEPhE3HBIM
00pa3oM OTpasuThCA Ha TBOEH peaybHOM ku3HU. «lludpoBas pemyraiwisp» - 310 TBOM
UMUK, KOTOpBIH (popmMupyercs u3 uHpopMaiuu o Tebe B MHTEpHETE.

TBoe MecTo JKUTEIhCTBA, Y4eObl, TBOC (PHMHAHCOBOE IOJIOKEHHE, OCOOCHHOCTH
XapakTepa v pacckasbl 0 OJM3KUX - BCE 9TO HAKAIIJIUBAETCS B CETH.

MHorue mMOAPOCTKH JIETKOMBICIICHHO OTHOCSITCSI K ITyOJIMKAIMU  JIMYHON
uHopmanm B VHTepHeTe, HE MOHMMAas BO3MOXKHBIX MMOCHEACTBUMA. Thl Jaxke He
CMOXKEIIb J0TrafaTthCsi O TOM, 4TO (oTorpadus, pasMelieHHas 5 JieT Hazaja, crajia
NPUYMHOMN OTKa3a MPUHATH Te0s HA PadoTY.

KommenTapuu, pazmenienue TBoux ¢oTorpaduii U Ipyrue TSUCTBUS MOTYT
HE UCYE3HYTh JIaXKe TOCIIe TOTO, KaK Thl X YAAIHIIb. ThI HE 3HACIIb, KTO COXPAHHIT
3Ty MH(OpPMAaIHIO, TIONaia Ji OHA B TIOMCKOBBIE CUCTEMBI M COXPAHWJIACh JIU OHA, a
TJIaBHOE: YTO TMOAYMAIOT O TeOe OKPYKAroIee JIIOM, KOTOphIe HAUIyT M YBHUIST 3TO.
Haiftn wHpOpMarmto MHOTO JIET CIYCTS CMOXKET J000H - Kak W3 J00phIX
noOyXICHUH, TaK U C HAMEPEHUEM MPUYUHUTD BPEA. DTO MOKET OBITh KTO YTOIHO.
OCHOBHBIE COBETHI MO 3aILIUTE [U(PPOBOI peITyTaLlH:

1 Ilomymaii, mpex/e yeM 4To-TO IyOJMKOBAaTh U NepeaaBaTh y ce0s B O6iore
WA B COLIMAJILHOM CETH;

2. B mHacrpoiikax mpoduis yCTAHOBH OTPaHUYECHHS HA TPOCMOTP TBOETO



npoUIIS ¥ €70 COAEPKUMOTO, CHIETIAl €ro TOIBKO IS IPY3ei»;
3 He pa3memnraii u He ykasbiBaii MH(MOPMAIMIO, KOTOpas MOXKET KOro-Oo
OCKOPOJIATH MJTH OOMKATh.

Aemopckoe npago

CoBpeMEHHbIE  LIKOJIBHUKH-  aKTUBHBIE  IOJIb30BaTeId  ILU(PPOBOTO
npoctpaHcTBa. OIHAKO JAJIEKO HE BCE 3HAKOT, YTO IIOJb30BAHME MHOTMMHU
BO3MOKHOCTSIMH LIU(PPOBOTro MUpa TpedyeT COOTIOACHHS TPaB HAa UHTEIEKTYaIbHYIO
COOCTBEHHOCTb.

TepMuH «MHTEIEKTyalIbHAsi COOCTBEHHOCTBY OTHOCHTCA K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUYECKOTO yMa, HauyMHas C HOBBIX HM300peTeHMH W 3HAKOB, O0O3HAYAIOIIMX
COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH , U 3aKaHYMBasi KHUTaMH, GpoTorpadusiMu,
KMHO(DHJIBMAMH M MY3bIKQJIbHBIMU ITPOU3BEICHUSMHU.

ABTOpCKHE TpaBa - 3TO NpaBa HA HWHTEIUIEKTYaJIbHYIO COOCTBEHHOCTh Ha
NPOU3BEACHUSI HAYKH, JIMTEPATYPhI U HCKYCCTBA. ABTOPCKHE IIPaBa BBICTYIIAOT B KAYECTBE
rapaHTUU TOT'O, YTO MHTEIUIEKTYaIbHbIN/TBOPUECKUI TPy aBTOpa He OyAET HalpacHbIM,
JaCT €My CIIpaBeUIMBbIE BO3MOXHOCTH 3apaloTaTh Ha pPE3yJbTaTax CBOETrO TPyaa,
HOJyYUTh W3BECTHOCTh M TNpu3HaHue. Hukto Oe3 paspelieHuss aBTopa HE MOXKET
BOCIIPOM3BOJIUTH €0 IPOU3BEICHUE, PACIIPOCTPaHATh, MYyOIUYHO JEMOHCTPUPOBATH,
npojaBaTh, HMMIIOPTUPOBaTh, IIyCKaTb B  IPOKaT, MyOJIWYHO  MCIHOJHATS,
TMIOKa3bIBaTH/UCTIOHATH B 3Hpe WK pa3Melars B MIHTepHere.

Hcronb30BaHue «IMpaTcKOro» MpOrpaMMHOIO OOECTIEYEHHST MOMKET MPHBECTH K
MHOTMM pPHCKaMm: OT MOTEPH JAHHBIX K TBOMM aKKayHTaM J0 OJOKHUPOBKUA TBOETO
YCTPOWCTBA, TJIE€ YCTAHOBJICHHBIM HE JierajbHas mnporpamma. He crout Takxke
3a0bIBaTh, YTO CYLIECTBYET JierajbHbIe U OECIJIaTHBIE TPOrPAMMBI, KOTOPBIE MOXKHO
HalTH B CETH.

O nopmane

CereBU4OK.p@ - TBOM TJIABHBIN COBETUUK B CETU. 3/1€Ch Thl MOXKEIIIb Y3HATH O
0€30MaCHOCTH B CETU TIOHSTHBIM W JOCTYIHBIM SI3BIKOM, a TPH BO3HUKHOBEHHHU
KPUTHUYECKOW CUTYalIUN OOPATUTHCS 32 COBETOM. A TaKoKe MPUHSTH y4acTHE B KOHKYpCax
Y CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM!



